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ABSTRACT
The purpose of this study was to find out which one of the four selected predictor variables, i.e.,
leadership, trusting beliefs, role values, and information security policy awareness are most influential in
predicting employees’ intention to comply with organizational information security policy. An instru-
ment with five constructs was administered to subjects from a higher-education university in the USA.
Collected data were methodically examined through multiple regression analysis. Results indicated that
all four predictor variables were influential in predicting employees’ intention to comply with organiza-
tional information security policy requirements. Implications of the findings are discussed and recom-
mendations for future research are made.
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Introduction

Information system vulnerability (i.e., OS command injection,
SQL injection, buffer overflow, missing authorization, unrest-
ricted upload of dangerous file types, reliance on untrusted
inputs in a security decision, download of codes without
integrity checks, weak passwords, and software infected with
the virus among others) is the “ … weakness in an informa-
tion system, system security procedures, internal controls, or
implementation that could be exploited or triggered by
a threat source (see ref. 1, p. 87).” Information security threats
are malware, phishing, proxies, spyware, adware, botnets, and
spam among others. Information security threats are defined
as “ … any circumstance or event with the potential to
adversely impact organizational operations (including mis-
sion, functions, image, or reputation), organizational assets,
individuals, other organizations, or the Nation through
a system via unauthorized access, destruction, disclosure,
modification of information, and/or denial of service (see
ref. 1, pp. 85–86).”

Information system vulnerability is present when employ-
ees do not comply with the organizations’ information secur-
ity policy (ISP) requirements, therefore, placing
organizational resources at risk.2 ISP is described as “ …
a set of formalized procedures, guidelines, roles and respon-
sibilities to which employees are required to adhere to safe-
guard and use properly the information and technology
resources of their organizations (see ref. 3, p. 434).”
Furthermore, ISP is defined as the “ … aggregate of directives,
regulations, rules, and practices that prescribes how an orga-
nization manages, protects, and distributes information (see
ref. 1, p. 26).” Ifinedo4 referred to ISP as guidelines, require-
ments, and rules prescribed by organizations to aim at
employees’ behaviors, thus improving information security

policy compliance. User behavior, i.e., activities that employ-
ees perform to ensure the protection of an organization’s
assets against threats becomes vital in ISP compliance.5

The literature has documented that ISP compliance pro-
tects and safeguard organizations’ resources from potential
security threats and breaches.2,6,7 Kim and Yong8 referred to
compliance as the employee’s willingness to execute the ISP
requirements of the organization.

ISP compliance models have been the focus of numerous
studies.2,8–15 These studies draw from various theories, for
example, the theory of planned behavior16, the theory of
protection motivation17, formal/informal theories that include
severity and certainty18 among others to study variables that
influence ISP compliance. For example, drawing from the
planned behavior theory, the variables of self-efficacy, atti-
tude, benefit of compliance, cost of compliance/noncompli-
ance, vulnerability of resources, sanctions, awareness, etc.
were explored to find out about employees’ ISP compliance
related to rationality-based beliefs and information security
awareness.2

Other variables that have shown to explain employees’
intention to comply with ISP are attitude2, avoidance19,
fear13, habits13, reactance3, and self-efficacy2,20 In the mean-
while, there are variables such as organizational leadership,
employees’ trusting beliefs, and role values that have been
given little attention in the literature when explaining employ-
ees’ intention to comply with ISP. In the present study, we
build a prediction model and choose these variables as the
predictor variables. We chose organizational leadership and
trusting beliefs variables because little research has been con-
ducted relating to these variables and employees’ information
security compliance.21 We chose role values because this is the
newest proposed construct13 as a part of a unified model of
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ISP compliance which integrated variables from across eleven
theories presented in previous research. The authors indicated
that this new construct may be the most significant variable in
explaining ISP compliance within organizations. In the model,
we also include IS awareness as a predictor variable because of
its importance as a determinant factor of ISP compliance.10,22

We will then seek to find out which four predictor variables
are influential in predicting employees’ ISP compliance –
intention to comply with organizational ISP. Therefore, we
ask the following research questions:

Which of the four predictor variables (leadership, trusting beliefs,
role values, and ISP awareness) are most influential in predicting
employees’ intention to comply with organizational ISP?

Are there any predictor variables (leadership, trusting beliefs, role
values, and ISP awareness) that do not contribute significantly to
the prediction model?

Review of literature

Leadership

Leadership is defined as “ … the process of interactive influ-
ence that occurs when, in a given context, some people accept
someone as their leader to achieve common goals” (see ref. 23,
p. 3). Northouse24 stated that leadership is about bringing
people together to carry out common goals. Yukl (see ref.
25, p. 2) described leadership as “… a group process that
involves interaction between at least two persons in pursuit
of a goal.” In the context of ISP, researchers have confirmed
that leadership is one of the most critical elements that posi-
tively influence employees’ compliance with ISP requirements
and in turn protects the organizational resources.2,18,21,26–32

Scholars agree that information security should be viewed
as a top strategic priority in organizations and that commit-
ment from top management supports the effective enforce-
ment of ISP requirements.33,34

Leaders should be able to persuade, inspire, and motivate
employees to comply with ISP requirements.35 To effectively
lead employees to comply with the information security policy
requirements within organizations, leaders should create and
guide a strong information security culture to protect
resources against security threats.2

Researchers have studied various factors that leaders are
responsible for influencing employees’ intention to comply
with the ISP requirements. For example, organizational
culture36, threat perceptions about the severity of breaches
and resource availability37, the use of rewards to motivate
compliance2, regulatory requirements, employee competence,
commitment, ethical values, personality, values, attitude and
motivation5, employees’ perceived severity, vulnerability, self-
efficacy, normative beliefs and attitude.38

Trust

Trust has been viewed as an imperative element for organizational
success.39 There are many activities, traits, and attributes in orga-
nizations that are influenced by trust, e.g., inter-organizational
cooperation40, team performance41,42; reducing costs and improv-
ing ability to handle complexity43,44, long-term relationships45,46,

effective implementation of strategies47, environmental uncer-
tainty, i.e., when a firm faces disruptive changes in
technology44,48, sharing of knowledge49,50, knowledge creation51,
and organizational performance.52,53

Researchers have found that individuals’ perceptions about
the security features of technology lead to their trust in
technology.20,54 In addition, a higher level of trust in technol-
ogy is linked to a better quality of security decisions that are
made by employees.55

While trust in relation to ISP has not been researched
widely, there are studies that have linked the existence of
trust with ISP awareness, employee participation, and
compliance.56,57 From an economic point of view, scholars
argue that building trust into security systems is a necessity
for any organization58,59 and that trust-based information
security protects organizations from security threats.60

Several studies have looked at positive relation between trust
and leadership in terms of employee’s intention to comply
with the ISP requirements.21,53,61

Role value

Role value as a new construct was proposed by Moody,
Siponen, & Pahnila.13 The authors defined role values as the
requirements within the ISP guidelines that are viewed as
suitable and acceptable which are associated with the nature
of the work individuals perform. The role values are com-
prised of nine factors from four constructs previously
explored in the literature. These constructs are taken from
various behavioral theories such as the control balanced
theory62, the extended parallel processing model63, and the
theory of interpersonal behavior.64 The four constructs are
self-concept65, roles66, perceived behavioral control20, affect67,
and moral definitions.7

The variables of self-concept construct are 1) one’s feeling
guilty from not complying, 2) consistency with one’s princi-
ples to comply, and 3) one’s view of accepting to walk away
from complying.65 The variables of role construct include 1)
one’s understanding that complying is one’s work style and 2)
one’s zero justification for defying compliance.66 The variable
from the perceived behavioral control construct includes one’s
having control over breaking the compliance policy.20 The
variables of affect construct are 1) one’s understanding of
not being smart to violate the organization’s ISP and 2)
one’s understanding of not being pleasing to violate the orga-
nization’s ISP.67 Finally, the moral definitions construct with
one variable indicates that it is morally wrong to violate the
organization’s ISP.7 All these variables collectively make up
the role values construct. Moody, Siponen, & Pahnila13

asserted that role values were the most significant justification
for ISP compliance.

Awareness

Scholars agree that information security awareness is
a determinant variable of ISP compliance.2,10,22,68–70

Information security awareness as “… the degree of under-
standing of users about the importance of information secur-
ity and their responsibilities and acts to exercise sufficient
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levels of information security control.71” Siponen (see ref. 72,
p. 31) defined information security awareness as “ … a state
where users in an organization are aware of – ideally com-
mitted to – their security mission (often expressed as in end-
user security guidelines).” The ISP awareness is defined as
“ … an employee’s knowledge and understanding of the
requirements prescribed in the organization’s ISP and the
aims of those requirements (see ref. 2, p. 532).”

Information security awareness is a vital part of a practical
and efficient information security management program.2 For
example, Lee and Lee73 stated that in organizations, informa-
tion security awareness programs prevent computer abuse.
ISP awareness has been linked to increased positive attitudes
among employees.74 Box and Pottas75 linked the positive
influence of awareness to information security behavior.
Information security awareness impacts an employee’s atti-
tude to comply with the ISP, directly and indirectly, therefore,
safeguarding information security within organizations.2

Methodology

Instrument

The instrument used for the present study consisted of five
constructs. They are leadership, trusting beliefs, role values,
ISP awareness, and compliance (intention to comply).

Leadership construct
The leadership construct was originally designed by Hu et al.
[2012] and modified by Paliszkiewicz.21 This construct defines
the role of leadership in 1) articulating a clear vision about the
ISP, 2) formulating a clear strategy for achieving effective ISP,
and 3) establishing clear goals/objectives for attaining effective
ISP to protect the organization’s assets against threats. The
items of this construct are as follows.

● Leadership in my organization has articulated a clear vision
of the ISP to protect the organization’s assets against threats.

● Leadership in my organization has formulated a clear
strategy for achieving effective ISP to protect the orga-
nization’s assets against threats.

● Leadership in my organization has established clear
goals and objectives for attaining effective ISP to protect
the organization’s assets against threats.

Trusting beliefs construct
The trusting beliefs construct was modified from a study
conducted by Paliszkiewicz.21 This construct is about employ-
ee’s trusting beliefs (i.e., competence, benevolence, and integ-
rity) related to all aspects of the ISP requirements. The items
of this construct are as follows.

● My organization has the skills and knowledge to effec-
tively implement ISP requirements.

● My organization’s ISP requirements are meant for the
best interest of the organization and employees.

● My organization fulfills its promises and commitments
related to all aspects of the ISP requirements.

Role values construct
The role values construct was proposed by Moody, Siponen, &
Pahnila.13 The role values construct is the requirements within the
ISP guidelines that are viewed as justified and appropriate which
are associated with the nature of the work individuals perform.
This construct includes nine items.

● I would feel guilty if I don’t comply with ISP (i.e.,
sharing my password with a coworker, etc.)

● It is consistent with my principles to comply with my
organization’s ISP.

● It is never acceptable to me to walk away from comply-
ing with my organization’s ISP.

● Complying with my organization’s ISP is my work style.
● I cannot justify defying compliance with my organiza-

tion’s ISP.
● I feel that I am in control of either accepting or breaking

the information security compliance policy in my
organization.

● It is not smart to violate my organization’s ISP (i.e.,
sharing my password with a coworker, etc.)

● I don’t find it pleasing to violate my organization’s ISP.
● I think it is morally wrong to violate my organization’s

ISP.

ISP awareness construct
The information security awareness construct was developed
by Bulgurcu et al.2 This construct is about employees’ aware-
ness about rules and regulations of the ISP requirements. It
also includes employees’ understanding of their responsibil-
ities regarding the ISP requirements. The items of this con-
struct are as follows.

● I know the rules and regulations prescribed by the ISP of
my organization.

● I understand the rules and regulations prescribed by the
ISP of my organization.

● I know my responsibilities as prescribed in the ISP to
enhance the security of my organization.

Intention to comply – ISP compliance construct
Intention to comply – ISP compliance construct was originally
designed by Ajzen16 and modified by Bulgurcu et al.2 This con-
struct is about employees’ intention to comply with the require-
ments of the ISP. The items of this construct are as follows.

● I intend to comply with the requirements of the ISP of
my organization.

● I intend to protect information and technology
resources according to the requirements of the ISP of
my organization.

● I intend to carry out my responsibilities prescribed in
the ISP of my organization when I use information and
technology.

The Likert-type instrument contained the following scoring
strategy: 7 = completely agree, 6 = mostly agree, 5 = somewhat
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agree, 4 = neither agree nor disagree, 3 = somewhat disagree,
2 = mostly disagree, 1 = completely disagree.

Subjects and procedure

We electronically administered the survey instrument to 1472
employees of a university in the USA (758 faculty members
and 714 staff members) after receiving approval from the
university’s institutional research board (IRB). On the consent
form, we explained the purpose of the survey instrument and
emphasized that completing it would be voluntary. The sub-
jects were guaranteed confidentiality in regard to the findings
of the study. After two weeks, we received 257 responses.
Next, we examined the completeness of the responses. As
a result, we eliminated 20 incomplete surveys. This yielded
237 completed surveys resulting in a response rate of 16%.

Data analysis

Using SPSS™ version 25, we chose multiple regression ana-
lysis, the Enter method to analyze the data. The Enter
method enters all independent variables in the model one
by one regardless of their significant contribution. The
analysis shows which of the independent variables can best
predict the dependent variable. According to Stevens76,
multiple regression analysis encompasses a few procedures.
First, the data is analyzed to see if multicollinearity among
the independent variables exists. The presence of multicol-
linearity among independent variables limits the size of R, it
undermines individual effects caused by overlapping infor-
mation, and it tends to raise the variances of the regression
coefficients resulting in unreliable prediction equation.76

The tolerance level and the variance inflation factor (VIF)
determine the existence or nonexistence of multicollinearity
among the independent variables in the model. The non-
existence of multicollinearity is determined when the toler-
ance level values for all independent variables are above .1
and the VIF values for all independent variables are
below 10.

Second, the model fit is determined by the values of the
correlation coefficient (multiple R), the coefficient of

determination (R2), and the adjusted coefficient of determina-
tion (R2

adj). These values determine how well the independent
variables predict the dependent variable. Furthermore, the
linear relationship between the dependent variable and the
independent variables must exist. This can be determined by
the ANOVA test which should yield a significant p-value.

Upon establishing the nonexistence of multicollinearity
and the model fit, the coefficients table is generated to show
the beta weights, t values and p values for the independent
variables showing the independent variables that are most
influential in predicting the dependent variable.

Results

Through SPSS, we first used Mahalanobis Distance analysis to
identify and eliminate outlier cases from our sample of 237
completed surveys. This resulted in the elimination of four cases
which yielded a final total subject of 233 to be used for regression
analysis. Table 1 shows the demographics of the subjects.

Second, the analysis of the multicollinearity test among
independent variables suggested the nonexistence of multi-
collinearity. The tolerance level values for all independent
variables were above .1 and the VIF values for all independent
variables were below 10 (See Table 2).

Second, the model fit was determined by the values of the
correlation coefficient (multiple R), the coefficient of determi-
nation (R2), and the adjusted coefficient of determination
(R2

adj). Specifically, the model accounted for 67% of the
variance for ISP compliance. These values are shown in
Table 3. As can be seen, these values showed that the inde-
pendent variables effectively predicted the dependent variable.
The existence of a linear relationship between the dependent
variable and the independent variables was determined by the
ANOVA test which yielded a significant p-value (See Table 4).

Upon successful establishment of the nonexistence of mul-
ticollinearity and the model fit, the coefficients table (See
Table 5) was generated to show the beta weights, t values
and p values for the independent variables showing all inde-
pendent variables (leadership, trusting beliefs, role values, and
ISP awareness) were significantly influential in predicting the
dependent variable (ISP compliance). In addition, bivariate

Table 1. Demographics.

Awareness of University’s ISP Age

Freq. % Freq. %

Completely Aware 33 14.2 20–30 16 6.9
Mostly Aware 80 34.3 31–40 49 21
Somewhat Aware 101 43.3 41–50 77 33
Completely Unaware 19 8.2 51–60 62 26.6
Total 233 100 Above 60 29 12.4

Total 233 100
Gender Position at the University
Male 120 51.5 Faculty 121 51.9
Female 113 48.5 Staff 112 48.1
Total 233 100 Total 233 100
Years of Experience in Current Position Knowledge of Information Technology
1 – 3 years 11 4.7 Excellent 51 21.9
4 – 6 years 78 33.5 Good 114 48.9
7 – 9 years 46 19.7 Average 68 29.2
10 – 12 years 38 16.3 Total 233 100
13 – 15 years 26 11.2
Over 15 years 34 14.6
Total 233 100
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and partial correlation coefficients are presented in Table 5.
The descriptive statistics and correlations are presented in
Tables 6 and 7.

Discussion

We built a prediction model and choose four variables as the
predictor variables, i.e., leadership, trusting beliefs, role values,
and ISP awareness. We then sought to find out which four
predictor variables are influential in predicting employees’ ISP
compliance. The findings indicated that all four predictor

variables were influential in predicting employees’ ISP com-
pliance. In this section, we discuss these findings and their
implications for practice and future research focusing on ISP
compliance training programs.

In regard to leadership, the findings indicated that leader-
ship is a predictor of employees’ ISP compliance. Scholars
agree that information security should be treated as a top
strategic priority. The commitment from leadership supports
the effective enforcement of ISP compliance within
organizations.33,34 As a predictor of employees’ ISP compli-
ance, leadership should articulate a clear vision for the ISP
within organizations, formulate a clear strategy for achieving
effective ISP, and establish clear goals and objectives for
attaining effective ISP that embark upon the ISP compliance
requirements to protect the organization’s assets against
security threats. ISP compliance must be built into the orga-
nizational culture by leaders. They should promote organiza-
tional culture through influencing, empowering, motivating,
and effective communication. Moreover, we assert that
achieving ISP compliance requirements, ISP compliance
training must be adopted and promoted by leaders. The ISP
compliance training should be a required part of organiza-
tions activities.

In regard to trusting beliefs, the findings revealed this variable
as a predictor of employees’ ISP compliance.Mayer et al.77 asserted
that trust is the propensity to have the intention to depend on
others and the propensity influences the amount of trust one has in
a trustee. Zucker78 referred to trust as a set of shared social expecta-
tions within an environment. In this environment, trust creates
various expectations that are shared and followed by everyone
involved. Once trust is built, it strengthens relationships.79

Weitzl80 stated that trust influences people’s intentions and beha-
viors. In the context of ISP compliance, employees’ trusting beliefs
(competence, benevolence, and integrity) toward organizations’
ISP become vital as it is directly associated with leadership and
leadership positively impacts employees’ trust to effectively per-
form requirements of the ISP within organizations.53,61 In advan-
cing the ISP compliance training programs, the following
questions merit attention for future research. How can ISP com-
pliance training programs demonstrate competence (information
security skills and knowledge), benevolence (have the best interest
of the organization and employees in mind), and integrity (ful-
filling promises and commitments related to all aspects of the ISP
requirement) to effectively implement the ISP requirements that
will safeguard organizations resources against security threats,
breaches, and risks? How can leaders promote and sustain trust
as a set of shared social expectations?

As regards role values, the findings implied the role values as
a predictor of employees’ ISP compliance. As stated by Moody,
Siponen, & Pahnila13, role values are the beliefs/principles/stan-
dards associated with the nature of the work individuals per-
form. They are deemed appropriate and justified by individuals.
Role values should be the focus of future research and the
following questions should be answered. How can leadership
influence individuals’ role values to comply with ISP? Would
training and education influence individuals’ role values – their
beliefs/principles/standards associated with the nature of the
work individuals perform? Should the design of ISP compliance
training programs pay attention to role values?

Table 3. Model summary.

Model R R Square Adjusted R Square Std. Error of the Estimate

1 .670 .449 .440 .50357

Predictors: (Constant), Leadership, Trusting Beliefs, Role Values, Awareness

Table 4. ANOVA test.

Model Sum of Squares df Mean Square F Sig.

Regression 47.146 4 11.786 46.480 .000
Residual 57.816 228 .254
Total 104.961 232

Dependent Variable: ISP Compliance | Predictors: (Constant), Leadership,
Trusting Beliefs, Role Values, Awareness

Table 5. Coefficients.

UC SC Correlations

Model B
Std.
Error Beta t Sig. Bivariate r Partial r

(Constant) 3.168 .261 12.126 .000
Leadership −.068 .027 −.170 −2.489 .014 .260 −.163
Trusting Beliefs .171 .044 .286 3.902 .000 .463 .250
Role Values .409 .050 .493 8.190 .000 .626 .477
Awareness .065 .028 .131 2.357 .019 .402 .154

Dependent Variable: ISP Compliance | UC = Unstandardized Coefficients,
SC = Standardized Coefficients

Table 6. Descriptive statistics.

Mean Std. Deviation N

ISP Compliance 6.6795 .67262 233
Leadership 4.8369 1.68584 233
Trusting Beliefs 5.7067 1.12500 233
Role Values 6.1102 .80930 233
Awareness 5.6037 1.35960 233

Table 7. Correlations.

ISP Compliance Role Values Leadership Trusting Beliefs Awareness

ISP Compliance 1.000 .626** .260** .463** .402**
Role Values .626** 1.000 .396** .503** .439**
Leadership .260** .396** 1.000 .693** .285**
Trusting Beliefs .463** .503** .693** 1.000 .360**
Awareness .402** .439** .285** .360** 1.000

**Correlation is significant at the 0.01 level

Table 2. Multicollinearity test.

Tolerance VIF

Leadership .516 1.939
Trusting Beliefs .451 2.220
Role Values .668 1.498
Awareness .780 1.282

JOURNAL OF COMPUTER INFORMATION SYSTEMS 5
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Regarding IS awareness, the findings implied that IS aware-
ness is a predictor of employees’ ISP compliance. D’Arcy
et al.10 stated that security education training awareness pro-
grams significantly impact employees’ information security
awareness. These programs are built to boost employees’
knowledge and awareness of security threats and risks. They
also educate employees with ISP and how to comply with the
organizations’ ISP.10,73 Haeussinger & Kranz81 stated that
security policies and employees’ knowledge are the most
influential antecedents of information security awareness.

Future research should focus on innovative design of ISP
compliance training programs. In designing these programs, the
following questions merit attention. Are there specific ISP com-
pliance training programs that are associated with employees’
intention to comply with ISP? Are necessary knowledge and skills
incorporated into ISP compliance training programs to ensure
that employees know and understand IS breaches, threats, and
risks? Should ISP compliance training programs be tailored for
different audiences? Should learning theories be incorporated in
the design of the ISP compliance training programs? How often
these programs should be offered to the employees? How long
should ISP compliance training programs last in a given time?

Conclusion

This study showed that leadership, trusting beliefs, role values, and
ISP awareness are influential in predicting the success of employ-
ees’ intention to comply with the ISP requirements. We conclude
that these predictor variables are essential to the success of employ-
ees’ IS compliance. We also posit that leadership can play a vital
role in employees’ trusting belief (the competence, benevolence,
and integrity related to all aspects of the ISP requirements that are
exhibited and supported by leaders), the role values (values asso-
ciated with the nature of the work individuals perform that leaders
can influence), and IS awareness (built as a part of the organiza-
tional culture) to promote employees IS compliance which can
result in protecting the organization’s resources against security
threats. This study has limitations that may impact the general-
izability of the results. The self-reported data may be a limitation.
While we included a consistent wording for the items of each
construct to improve the validity of the self-reported data.
However, self-reported data can have possible sources of bias
that may impact the generalizability of the results. Future studies
may consider collecting data through methods other than self-
reported data. The sample included faculty and staff from one
university in the USA. Future studies should focus on a sample
from various higher education institutions in theUSA and around
the globe. Furthermore, this study should also be carried out in
other types of organizations, i.e., public, not for profit, business,
and government.
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